Ipunoowcenue No 2

K 00513aTeNbHON HHGOPMAITHH TS
pa3menienus Ha caiite MBJIOY MO .
Kpacnonap «Jletckuii cag Ne 175»

UH®OPMAIIMOHHAS TIAMSITKA
JUISI OBYYAIOIIUXCS 1JI51 PASMEILIEHHUS
HA O®OUIUATBHBIX UHTEPHET-PECYPCAX

C KaxIbIM TOJIOM MOJIOACKH B HMHTEPHETE CTAaHOBUTHCS OoOJblle, a
IIKOJBHUKM OJHU W3 CaMbIX aKTHBHBIX MNoJib3oBarenerd Pynera. Mexny tew,
NOMHMMO OIPOMHOI0 KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Ota naMATKa J0J>KHA MOMOYb Te0e 0€301acHO HAXOAUTHCS B CETH,

KomnbrorepHbie BUPYCHI

KoMnproTepHBIA BUPYC - 3TO PAa3HOBHIHOCTh KOMIIBIOTEPHBIX IPOTPaMM,
OTIMYUTENBHON OCOOEHHOCTHIO KOTOPOM SIBJSIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO,
B nonosHeHne K 3TOMY, BUPYCBI MOT'YT IOBPEIUTHh WM ITOJIHOCTBIO YHUYTOXKUTH
Bce (hailyibl U JaHHBIE, MOJKOHTPOJIBHBIE MOJIb30BATENI0, OT HMEHH KOTOPOro ObLIa
3alylI€Ha 3apa)kK€HHas MPOrpaMMa, a TaKXKE IOBPEAWTh WIM JAKE€ YHHUYTOXKHUTH
ONEpPallMOHHYI0 CUCTEMY CO BCeMH (aiiiamMu B LeJIOM. B OONBIIMHCTBE CllydaeB
pacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metoapbl 32U Thl OT BPEIOHOCHBIX IPOTPAMM:

1. icnonb3yii cOBpEMEHHBIE OTEPalMOHHBIE CUCTEMBI, HMEIOIIUE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2.1locrostHHO ycTaHaBnuBail mnautu (uUKMQpoBBIE 3aIUIATKH, KOTOPbHIE
aBTOMATHYECKM YCTAaHABJIMBAIOTCS C LIEJIbI0 JOPA0OTKM MPOTrpamMMbl) M JApPYTHE
OOHOBJICHUS CBOEH omepanmoHHOW cuctembl. CkauMBaili HMX TOJBKO C
opummansHoro caita paszpadoruuka OC. Eciu  CymiecTBYeT  PeXHUM
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3, Paboraii Ha cBOoeM KOMIIBIOTEpE TMOJ TMpaBaMH IOJIb30BATENSI, a HE
aMUHHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpamMm
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnionb3yl  aHTUBHPYCHBIE NPOrPAMMHBIE  TPOIYKTHIl  HM3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpannyb GU3MUECKHI JOCTYI K KOMIBIOTEPY AJI HOCTOPOHHUX JIUII;

6. cnonb3yil BHEIIHHE HOCUTENM WHPOpMALMHU, Takue Kak (QIielika, JTUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7.He oTkpbiBali KOMIbIOTEpHBbIEC (DaliIbl, MOJYYEHHBbIE W3 HEHAJIEXKHBIX
UCTOYHUKOB. [laxe Te (hailsibl, KOTOpbIE MpUCIad TBOW 3HAKOMBIN. Jlydlie yTouHu
y HEro, OTIPABJIsI JIU OH TeOe uX.

Ceru Wi-Fi

Wi-Fi - 3T0 He BUJ miepeaun TaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpPeHI,
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"WECA”, uro o6o3Havano cioBocoueranue «Wireless Fidelity», koTopsiit
nepeoauTcs kak «oecrnpoBoanas TOUHOCTby.

Jlo Haiero BpeMeHH Joluia Apyras abOpeBuaTypa, Koropas sSiBIsSEeTCS TaKou
XKe TexHojoruen. DTo abOpeBuatypa “Wi-Fi”, Takoe HazBaHme OBLIO JaHO C
HAMEKOM Ha CTaHJapT BbIcIeH 3BykoBoW TexHuku Hi-Fi, yto B mepeBoje
03HAYaET «BBICOKAS TOYHOCTDHY.

Jla, OecrimaTHBIM UHTEPHET-AOCTYN B Kade, OTEIsIX U adpoIopTax sSBISACTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTepHET. Ho MHOTHE SKCHEpTHl CUMTAIOT,
gyT0 obmenoctymubie Wi-Fi ceTu He sSBisitoTCs 6€30MacHBIMHU.

Cogetsl 110 Oe30macHOCTH paboTHI B 001Ie0CTYHBIX ceTsix Wi-Fi:

1.  He nepenaBaii cBoro Tu4HyI0 HH(pOpMaIUIO yepe3 oomenocTynubie Wi-
Fi cetn. PaboTas B HUX, J)KeJIaTEIHPHO HE BBOJAUTH MApOJIH JOCTYyTA, JIOTHHBI U KaKHe-
TO HOMEPA;

2.  Hcnonp3yit 1 0OHOBIISI aHTUBUPYCHBIE IPOTpaMMBI 1 Opanamayep. Tem
caMbIM Thl 00€30macuIllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;

3. [lpu wucnonb3oBanuun Wi-Fi otkmoun ¢yHkuuoo «OOmmit aoctyn K
daiimam u npuHTepaM». JlaHHAS GYHKINAS 3aKphiTa MO yMOJIYAHUIO, OJHAKO
HEKOTOPHIE MOJIb30BATENIM aKTUBUPYIOT €€ JIJIsl y100CTBA UCIIOIb30BaHUs B paboTe
unu yueoe;

4, He wucnone3yit myOmuunbiii Wi-Fi s mepepaum JUYHBIX JIaHHBIX,
HAMpUMED VIS BBIXOJA B COLIMANIBHBIE CETH WU B AJIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonbko 3amuiieHHoe coeauHenue ydepes HETPS, a ne
HTTII), t.e. mpu Habope BeO-aapeca BBOAN UMEHHO «https://»

6. B moOunpHOM Tenedone oTkimoun ¢pyHknuto «[logkmouenue k Wi-Fi
aBToMathueckn». He nmomyckail aBTOMAaTM4ECKOro MOAKIIOYEHHS] YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero coriacusl.

CouuajbHbIe ceTH

ConuanbHble CETH aKTUBHO BXOJIST B HAITY JKW3HB, MHOTHE JIIOJIU PaboTatoT

Y JKMBYT TaM MOCTOSHHO, a B Facebook yike 3apeructprpoBan MuLIHap/ 4eioBekK,
YTO SIBIACTCI OJHOM CEAbMOM BCEX JKUTEJIEH IIaHeThl. MHOTHE MOJIB30BaTEIN HE
MOHUMAIOT, YTO MH(OpMaIus, pa3MelieHHas MU B COLUAIBHBIX CETAX, MOXKET
OBITh HalileHA W WCIOJIb30BaHA K€M YTOJHO, B TOM 4YHCIIe HE 00s3aTENBHO C
0JlaruMu HaMEpPEHUSIMU.

OCHOBHBIE COBETHI IO O€30MTACHOCTH B COITHAIBHBIX CETAX:

1. Orpanuub criucok apy3eit. Y 1e0s B Jpy3bsiX HE JOHKHO OBITh CIy4ailHbIX
Y1 HE3HAKOMBIX JIIOJICH;

2.3amumiaii cBOIO 4acTHyl0 ku3Hb. He ykaspiBail maposu, TenedoHsl,
aipeca, JaTy TBOETO POXACHUS H JPYTylO JWYHYI0  HH(pOpMaImio,
310yMBIIIIICHHUKA MOTYT MCIIOJB30BaTh a)kKe HMHPOPMAIIHIO O TOM, KaK Thl U TBOU
POIUTENH TIAHUPYETE IPOBECTH KaHUKYJIBI;

3. 3amminaii CBOO peryTaIuio - Aep>KU €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XoTen OBl ThI, YTOOBI JPYrH€ TMOJH30BATEIU BHUICIH, YTO ThI 3arpykaeiib?
[Toxymaii, mpesk/ie YeM 4TO-TO OMyOJUKOBATh, HAITMCATh U 3arPy3HUTh;



4.Ecnu Thl TOBOPHILG C JIFOJbMH, KOTOPHIX HE 3HAEIIb, HE UCIOJIb3YH CBOE
peajgbHOe UMS U IPYTYIO JUYHYIO UHGOPMALMIO: UMSI, MECTO >KUTEIHCTBA, MECTO
y4eObl U Ipoyee;

5. U36erait pazmenienus ororpaduii B MiuTepHere, rae Thl M300pa)keH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTh TBOE MECTOIOJIOKEHUE;

6.[lpu peructpauu B COIMATBHOM CETH HEOOXOAMMO HCIOJIb30BaTh
CJIOHBIE TTAPOJIH, COCTOSIINE U3 OYKB U LGP U C KOJIMUYECTBOM 3HAKOB HE MEHEE
8,

7. dns  commanpHOM cetn, IIOUTBI wu papyrux calToB HEOOXOIUMO
UCIIONIb30BaTh pasHble mapoiu. Toraa ecnu Te0s B3IOMAIOT, TO 37I0YMBIIIJICHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

JJIeKTPOHHDbIE IeHbI' !

DONEeKTPOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIM CHOCOO IUIaTeXel, OAHAKO
CYIIECTBYIOT MOIIICHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3TH JICHBIH.

DNEeKTPOHHBIE JIEHbIU MOSBUIMCh COBCEM HETABHO M UMEHHO U3-3a 3TOrO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM (PyHKIITMOHHPYIOT U O HUX YK€ IPOIMCAHO B 3aKOHE, TJIe
WX pa3[eNsaloT Ha HECKOJBKO BHUJIOB - AHOHHWMHBIE U HE aHOHHWMHbIC. Pa3zHuia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOAUTh ONepanuu 0e3
UJEHTU(UKALIMY T0JIb30BaTENIsA, 3 B HE aHOHUMHBIX MACHTU(UKAIUS TTOJIb30BATEIS
SBIISIETCS 00A3aTEIBHOM.

Taxke craemyeT pa3iauyarh >JEKTPOHHbIE (UATHBIE JEHBIM (PaBHBI
rOCYJIapCTBEHHBIM BaJIOTaM) W DJEKTPOHHbIC HE (PUaTHBIE JIEHbIU (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 O€30MacHON paboTe € ANEKTPOHHBIMU JIEHbraMU:

1.TTpuBsKM K c4eTy MOOWIBHBIN TeledOH. DTO cCaMbIil YTOOHBIN U OBICTPHIN
croco0 BOCCTaHOBUTH JOCTYN K cuery, IIpuBsizaHHbIA TeneOoH MOMOXKET, €cliu
3a0yellb CBOM IUIATEXKHBIM Mapob WM 3aif/Ielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2.Wcnonb3yi oxHopaszoBble maponu. [locie mnepexoma Ha yCHIEHHYIO
aBTOpM3aIMio Tebe yke He OyAeT yrpo’kaTh OMacHOCTbh KpaKu WIIM TepexBara
IJIATEKHOTO MapOJIs;

3. BoiOepu cnoxsbilii mapodb. IIpectynHukam OyJeT He MpPOCTO yrajaarthb
CJIOKHBIN Mapob. HagexHble apoiu - 3TO Mapoiau, KOTOpbIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B c€0s CTPOYHBIE M MPOMHUCHBbIE OYKBBI, LHUPPHI U
HECKOJILKO CUMBOJIOB, TaKHe€ KakK 3HaK JIoJuiapa, (pyHTa, BOCKJIMIIATEILHBIN 3HAK U
T.II
Hamnpumep, StRONg!;;

4. He BBOAM CBOM JIMYHBbIE JaHHbIE HA CalTax, KOTOPHIM HE JIOBEpSEIlb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS MMOYTa - 3TO TEXHOJIOTUS U MPEIOCTABIIIEMbIE €10 YCIYTH IO
MEPECHUIKE U MOJYYESHUIO JIEKTPOHHBIX COOOIIEHUM, KOTOPbIE paCIpEIeISIIOTCS B
KOMIIBIOTEpPHOU ceTH. OOBIYHO JICKTPOHHBIM IMOYTOBBIN SIIIMK BBITJISIIUT



clenyomuM  o0pa3oM: UMs_NOJb30Barensa(@umsi_jaoMeHa. Takxe Kpome
neperayu MPoCTOro TEKCTa, UMEETCs] BO3MOXKHOCTD NepeiaBaTh (aiibl.
OcCHOBHBIE COBETHI 110 0€3011aCHOM paboTe C AICKTPOHHOU MTOYTOM:

1. Hago BbIOpaTh NpaBUJIBHBII NOYTOBBIA cepBUC. B uHTEpHETE €cTh
OTPOMHBIN BBIOOp OECIIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JyYIIE JOBEPATH TEM,
KOT'0 3HACWIb U KTO MEPBBIM B PEUTUHIE

2. He ykaspBaii B nwuHON modTe JuuHylo wuHpopMammio. Hampumep,
Jydle BeIOpaTh «My3bIKaIbHBIA (haHaT@» unu «pok2I13» BmecTo «wiemal3y;

3, Mcnonb3yi ABYXATallHYI0 aBTOPHU3ALMIO. DTO KOT/Ia IIOMHMO HapoJisi HyKHO
BBOJUTH KOJ, MpUChUIaeMblid 0 SMS;

4.  BwiOepu CIIOXKHBIN Maposib. [1Jis KaXXI0r0 MOYTOBOTO SIIUKA JODKEH OBITh
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY IapOJIb;

5. Ecmm ecTth BO3MOXHOCTH HamucaTh CaMOMYy CBOHM JIMYHBIH BOIpOC,
UCIIOJIb3YH 3TY BO3MOXHOCTB;
6. Ucmonp3ylh HECKOJBKO ITOYTOBBIX SIIMKOB. IIepBBI I  YacCTHOM

IIEPENNCKHU C apecaTaMt, KOTOPBIM Thl JOBEPSACIIb. JTO JIEKTPOHHBIN apec HE HAZI0
MCIIOJIb30BaTh MIPHU PETUCTPALIMK HA (POpyMax U calTax;

/. He oTkpwiBaii ¢aiinbpl U Apyrue BIOXKEHUS B MHChMax, JaXe €CJIM OHU
OPULIUIM OT TBOMX JApy3ei. Jlyumie yTOYHM y HHX, OTHPAaBISUIM JU OHU TeOe 3TU
(aitnbl;

8. Tlocie oxoHYaHHWsl pabOThI Ha TOYTOBOM CEPBHCE IMEpPea 3aKPhITHEM
BKJIQJIKH C CAUTOM He 3a0y/1b HaKaTh Ha « BBIATIY.

KuoepOy/uiMHT Wik BUPTYaJIbHOE U31€BaATEIbCTBO

KubepOymnuHar -  mpeciefoBaHuE — COOOILEHHUSIMH,  COAEpPKAIMMHU
OCKOpOIeHMs, arpeccuro, 3aIyTUBaHUE; XYJINITaHCTBO; COLIMAJIbHOE
OOMKOTHUPOBAHUE C MMOMOIIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIUTUHIOM:

1. He Opocaiica B 60i. Jlyummii cnoco0: mocoBeTOBaThCS Kak ce0sl BECTU

U. €CJIM HET TOro, K KOMY MO>KHO OOpaTUThCS, TO BHaYaje YCIOKOUTbCS. Eciau Tb
HayHeIllb OTBEYaTh OCKOPOJIEHUSMH Ha OCKOPOJIEHHUS, TO TOJILKO eIe OOoJbIe
pa3z0oAOKeIb KOH(IIHKT;

2. VYnpasnsii cBoei kubeppenyTrauuei;

3. AHOHUMHOCTH B ceTd MHUMasl. CyIlecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT
3a AaHOHUMHBIM aKKayHTOM;

4,  He crouT BeCcTH XYJIMTaHCKUN 00pa3 BUPTyalbHOU Ku3HU. VIHTEpHET
(¢uKcHpyeT Bce TBOM JEHUCTBHUSI M COXpAHSET UX. YJaIUTh UX OyJeT KpaiiHe
3aTpyAHUTEINIBHO;

5. CoOburofaii CBOIO BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. UrHopupy#i eauHuuHblii HeratuB. OJHOPA30BbIE OCKOPOHMTEIbHBIC
cooOmIeHusT Jy4nie MrHopupoBatb. OOBIYHO arpeccusi MpeKpauiaercss Ha
Ha4yaJIbHOU CTaJHH;



/.  Bau arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIICHHUSIMH,

B COILIMAIBbHBIX CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHM OTIPABKU COOOIEHUN C
ONpEIEIEHHBIX aJPECOB;

8. Ecau ThI cBumerens KubOepOyimHpa. TBOM AEHCTBHSA: BBICTYIHTH
OPOTUB TIpecieoBaTeNsl, IOKa3aTh €My, YTO €ro JCWCTBUS OLIEHUBAIOTCS
HEraTUBHO, MOJJIEPKaTh >KEPTBY, KOTOPOM HY’)KHA IICUXOJOTMYECKas IOMOILb,
COOOIIUTH B3POCHBIM O (PaKTe arpeCCUBHOTO MOBEJCHUS B CETH.

2. [Toxanylicss aiMUHUCTPATOPAM UTPHI Ha IJI0X0€ MTOBEICHHUE 3TOr0 UTPOKA,
KeJIaTeNIbHO MPUIOKUTh KaKUe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3zbiBaii 1ruuHy10 uH(GOpMAIUIO B Tpodaiisie Urpsi;

4. YBaxxall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuiuaibHbIe ATYU U MOJIbI;

6. Mcnonb3yi Cll0XKHBIE U pa3HbIe MapOJIH;

7. JJaxe BO BpeMsl UIPbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loka Thl Wrpaelsp,
TBOM KOMITBIOTEP MOTYT 3apa3HTh.

@UIIMHT WK KPaKa JUYHBIX JTAHHBIX

OObIYHOM Kpaskel JEHET M JOKYMEHTOB CETOJ/IHS YK€ HUKOTO HE y/IWBHIIb,
HO C Pa3BUTHEM HWHTEPHET-TEXHOJIOTHI 3JI0yMBINUJIEHHUKA TEPEMECTHIINCH B
UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JIEJIOM.

Tak mosiBUiIach HOBasg yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILMHT,
rJIaBHas LEJb KOTOPOrO COCTOMT B IOJYYEHUH KOH(PHICHIHMAIBHBIX JIaHHBIX
M0JIb30BaTeNIeH - JIOTMHOB U mapoJieid. Ha anrmuiickoMm si3pike phishing unrtaercs
kak ¢umuHr (ot fishing - peiOHas noBas, password - naposs). OCHOBHBIE COBETHI
1o 60opb0e ¢ QUITUHTOM:

1.  Caeau 3a cBouM akkayHTOM. Ecnu Thl 0/103peBacIib, YTO TBOSI AaHKETA
ObLja B3JI0MaHa, TO HEOOXOAMMO 3a0JOKMPOBATH €€ U COOOLIUTh aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Hcnonb3yit 6e3omacHble BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB
Y TIOMCKOBBIX CUCTEM;

3. Ucnonw3yit cioxHbie U pa3Hble mapoiu. Takum oOpaszoM, ecinu TeOs
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(uIto B CETH, a HE KO BCEM;

4, Ecnu TeOs B3jIOMaiM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOPBIE 100aBJICHBI Y T€OsI B APY3bsiX, O TOM, UTO T€Os B3JIIOMAIH H,
BO3MOXKHO, OT TBOEr0 HMMEHU OyJeT pacchbulaThbCsi cHaM M CChUIKM Ha
(UIIMHTOBBIE CATHI;

5. Vcranosu HagexHsli maponas (PIN) Ha MOOMIBLHBIN Tene(OH;

6. OTkiroun coxpaHeHue napois B 6paysepe;

/. He oTkpbIBail (paiiiibl ¥ APYTHE BIOXKEHUS B IMUCHMAX, HaXKe €CIM OHH
MPUIILTA OT TBOUX JApy3ei. Jlydiie yTouHd y HUX, OTIPABIISLIN JIM OHU TeOE 3TH
daitb.

[Hu¢pposas penyrauus



[Mu¢poBast penyranus - 3TO HEraTUBHAsl WM MO3UTUBHAs MHpOpMaLus B
cetu o Tebe. Kommpomerupyromas uHpopmanus, pa3menieHHas B VHTepHeTe
MOJKET CEpbE3HBIM 00pa30M OTpa3UThCS Ha TBOEW peasibHOM xu3HU. «lludposas
pemyTanus» - 3T0 TBOM UMUK, KOTOPBINA popmupyeTcs u3 nHpopmanuu o Tede B
UHTEPHETE.

TBoe MecCTO )XKUTEIBCTBA, yueObl, TBOE (PUHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH,

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJMKAalUWWd  JIMYHOM
uHpopMaiuu B MHTepHeTe, He MOHMMAas BO3MOXHBIX MociencTBuid. Thl maxke He
CMOJKeIIb J0rafatbCsi O TOM, 4YTO Qororpadus, pa3MelleHHas 5 JeT Ha3al, cTajia
NPUYMHON OTKa3a NPUHATH TeOs Ha paldoTy.

KommMmenTapuu, pa3menienne TBoux (hotorpaduii u 1pyrue n1elcTBUsS MOTYT HeE
VCYE3HYTh JaXke IMOCIE TOr0, KaK Thl MX YAAINIIb. Thl HE 3HACHIb, KTO COXPAHUI ITY
uH(popMaIuIo, momnajga Jd OHAa B MOMCKOBBIE CHUCTEMbl M COXPAaHWIACh JIM OHA, a
IJIABHOE: YTO MOAYMAIOT O TeOE OKPYXKArOIIHE JIFOU, KOTOPbIE HAMIYT U YBUISAT 3TO.
HaiiTu uHpopManuio MHOIO JI€T CIYCTS CMOXET JII00OM - Kak M3 JOOpbIX
noOyXIeHHH, TaK U C HAMEPEHUEM MIPUUMHUTH BPEd. ITO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE UPPOBOI permyTaluu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJIMKOBATh U NIEpenaBaTh y ceOs B

0J10TC MIN B COLMAIBHOMN CETH;

2. B Hactpolikax npoduiisi yCTaHOBH OTpaHMUYEHUS] HA MPOCMOTP TBOETO
npouiIs ¥ €ro ColEep>KUMOT0, CIEal TONBKO s APYy3ei»;
3. He pa3memaii u He yka3biBail HH(pOpMaLIHIO, KOTOpPask MOKET KOT0-JI100

OCKOPOJISITh WJIH OOMXKATh.

MoOuibHbIA TeJ1edoH

CoBpemeHHbIe cMapT(OHBI U TIJIAHIIETHI COACPKAT B ce0€ BIIOJTHE B3POCIIbIN
(GyHKIMOHAJI, W Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTalMOHAPHBIMU
KoMITbtoTepamMu. OJTHAKO, CPEJICTB 3aIUTHI IJIs1 TIOJIOOHBIX YCTPOUCTB MOKA OYEHb
Maso. TectupoBaHME U TIIOUCK YA3BUMOCTEH B HHUX IIPOMCXOJMT HE TakK
WHTEHCUBHO, Kak 11 1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.

CoBpeMeHHbIE MOOWJIBbHBIE Opay3epbl yXe MPAaKTUYECKH JOTHaIu
HACTOJIbHBIE AHAJOIH, OJIHAKO pacliupeHue (yHKIHMOHAIa BJIEYET 3a COOOM
OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOM3BOAUTEIM BBIYCKAaOT OOHOBJICHUS, 3aKpbIBAIOLINE
KPUTHYECKHUE YA3BUMOCTH JUJIs1 CBOUX YCTPOUCTB.

OcCHOBHBIE COBETHI JJ11 0€30MaCHOCTH MOOMIIBHOTO TeneoHa:

Huuero He siBnsieTcst mo-HacTosieMy OecriaTHbIM. Bysib ocTopoxeH, Beab
Korja Tede mpeuiaraT OecIuIaTHbIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-
TO IUIATHBIE YCITYTH;

Hywmaii, npexnae yeM ornpaButb SMS, ¢oto mwnmu Buzaeo. Tol TOUHO 3HAEHID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPAlMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

Hcnonb3yil aHTUBUPYCHBIE MPOrPaMMBbI JJ11 MOOMIJIbHBIX TeJIe(POHOB;



He 3arpysxaii mpuioXeHust OT HEM3BECTHOI'O MCTOYHHMKA, BEAb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocie Toro Kak ThI BBIIIEIIb C CaiiTa, i€ BBOAWI JUYHYIO HH()OPMAIHIO,
3aiiIn B HACTPOMKHM Opay3epa u ynaimu cookies;

[lepuonuuecku mpoBepsAi, KaKue IJIaTHbIE YCIyTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOIi HOMEp MOOMIIBHOTO TesiehoHa TOIBKO JIFOSIM, KOTOPBIX ThI
3HAENIb U KOMY JIOBEPSIEIIIb;

Bluetooth momken ObITH BBIKIIIOYEH, KOTa Thl UM HE TOJb3yenibes. He
3a0BIBail HHOT/Ia IIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE  OHJAMH-UTPBI - 3TO  KPAcCOYHBIE, 3aXBaThIBAIOIINE
pas3BieueHHs, OOBEIUHSIONINE COTHU THICSY 4YEJIOBEK M0 Bcemy mupy. Wrpoku
UCCIENYIOT AaHHBIM MM MHp, OOIIAIOTCSA IPYr C APYroM, BBINOJHSIOT 3aJaHus,
CpPaXXalOTCS C MOHCTPAaMH W TIONYYalOT OMBIT. 3a YJIOBOJBCTBHE OHU IUIATAT:
MOKYHAIOT TUCK, OTUIAYMBAIOT A0OHEMEHT HJIM MPUOOPETAIOT KAaKUE-TO OMIIHH.

Bce aTu cpencTBa HIyT Ha MOAAEPIKAHUE M PA3BUTHUE UT'PHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AlLIMH, BBIITYCKAIOTCS HOBBIC
natyd (MUpPOBBIC 3aIUTATKU JJISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT oOMacaThCsi HE CTOJBKO CBOUX COIEPHUKOB,

CKOJIBKO KpaXu TBOCM IIapoJisi, HAa KOTOPOM OCHOBaHa CHUCTECMa aBTOPHU3ALIUU

OOJILIIMHCTBA UTP.
OcHOBHBIE COBETHI IO O€30MaCHOCTH TBOETO HTPOBOT0 aKKAYHTA;

1. Ecou apyroit urpok BemeT ceOs II0X0 WM CO3JacT TeOe HEMPUSITHOCTH,
3a0JIOKUPYH €T0 B CIHCKE UTPOKOB;

ABTOpPCKOE IPaBO

CoBpeMEHHBIE IIKOJLHUKH - aKTHBHBIC IIOJIB30BATEIH  IHU(PPOBOTO
npocTtpancTBa. OgHAKO JajJeKO HE BCE 3HAIOT, YTO TMOJH30BAHWE MHOTHMU
BO3MOXKHOCTSIMH  LUPpoBOro  Mupa TpeOyer  coONIofeHUS  MpaB  Ha
WHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb,

TepMuH «UHTEIEKTyadbHass COOCTBEHHOCTB» OTHOCUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAayMHAasi C HOBBIX H300PETEHHII U 3HAKOB,
0003HavYarmMuX COOCTBEHHOCTh Ha MPOMYKTHI U YCIYTH, U 3aKaHUYMBask KHUTAMH,
dboTorpadpusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa MHTEIUICKTYyaJbHYIO COOCTBEHHOCTHh Ha
MIPOU3BEICHUS HAYKH, JTUTEPATYPHI U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
KaueCcTBEe TapaHTHH TOTO, YTO WHTEJUICKTYaJbHBII/TBOPUYECKUN TpPyJ aBTOpa HE
OyneT HampacHBIM, JacT €My CIIpaBeUTMBBIE BO3MOXKHOCTH 3apadoTaTh Ha
pe3ynbTaTax CBOETO TpyJAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue, Hukro 0Oe3
pasperieHuss aBTopa HE  MOXET BOCIHPOM3BOAWTH €0  MPOU3BEICHUE,
pactpocTpaHsATh, IyOJMYHO JIEMOHCTPHUPOBATh, IIPOJaBaTh, WMIIOPTHPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HCIONHATH, TOKA3BIBATH/UCTIONHAT B dUPE WIH
pasMmerars B MIHTepHere.



Hcnonb3oBaHue «IUPATCKOTO»  MPOTPaAaMMHOTO  OO€CIEeYeHUsT MOXKET
MPUBECTH K MHOTMM pHCKaM: OT IOTE€PHU [AHHBIX K TBOMM AakKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, T/l YCTaHOBJIEHA HeserajibHas mporpamma. He
CTOWUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETAbHBIE U OCCIUTATHBIC MPOTPAMMBI,
KOTOPBIE MOKHO HAaWTH B CETH.

O nopraJie

CeteBU4OK.p( - TBOH TTaBHBIN COBETYMK B CETU. 37I€Ch Thl MOXKEITh Y3HATH
0 0€30IMaCHOCTH B CETH MOHSATHBIM M JIOCTYITHBIM SI3BIKOM, & TIPH BO3HUKHOBECHHUU
KPUTUYECKON CHUTyaIllud OOpAaTUTHCS 3a COBETOM. A TarkKe MPHUHATH y4acTHE B
KOHKYpCax U CTaTh CaMbIM IIU(DPOBBIM IpakIaHUHOM !



